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(54) A platform independent object and object viewer loader and method 

(57) A class loader downloads objects and object 
viewers from remote computer nodes, and invokes 
locally stored object viewers to view objects. When a 
user selects an object to view, a conventional download- 
ing of the referenced object is initiated. The class loader, 
however, utilizes data type information received at the 
beginning of the object downloading process to deter- 
mine if a viewer for the referenced object is available on 
the user's workstation. If an appropriate view is not 
locally available, the class loader automatically locates 
an appropriate viewer on the server from which the 
object is being downloaded, or from any other appropri- 
ate server known to the user's workstation. The class 
loader downloads the located viewer and then invokes a 
program verification procedure to verify the integrity of 
the downloaded viewer before the viewer is executed. 
Once a viewer has been verified, the viewer is added to 
the user's local viewer library, downloading of the refer- 
enced object is completed, and execution of the viewer 
to view the downloaded object is enabled. If an appro- 
priate viewer cannot be located, or the only viewer 
located does not pass the verification procedure, down- 
loading of the referenced object is aborted. 
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Description 

BACKGROUND OF THE INVENTION 
5 1- Field of the Inventinn 
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.iKtiJilnHo '"'^"''^ °* "^"^^^^ °" "^-'fPle computer platforms which use 

d.st,nct underty,ng mach.ne mstruction sets, and more specrf.cally to a method of verifying the integrity of^mnuir 
software obtained from a network server or other source. u er y ng me rniegmy of computer 
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^.. Hr!^'','^T ^^"^'^"^ '^'^"'^ ^ "etworked computer system lOO a first comouter 102 

may dowr^ oad a computer program 103 residing on a second computer 104™ this example the f s! useTS^e lol 

Te 1 "^SL ' '^^"^ ' unit 106. a user in.ertace 108 I pr^Sry r^em^y no 

=ra=;2^^^^^^^^ 

i04\U?eresseSrnosLr^^^^^ 

nfVha rtrnT "° standard.red tools ava.lable to help the user of the first computer 102 to verify the inteoritv 

of the downloaded program 1 03. In particular, unless the first computer user studies the source cole ofmlJo^JJS 
pr^rarn. ,s virtually imposs.ble using prior art tools to determine whether the downloadXogSri 03 w^^^ 
oroverflowrtss.ack.orwhe.herthedownloadedp^^^ 

rnrJ: f '^^^''^ »° downloading computer software from one computer ,o another conc^ns tranSa 
compuersoflwarebetween computer platforms which use distinct underlying machineinstructionse^^^^ 

lonlZm TrV'' too's for enabling redpient^of such 

Another aspect of the present invention concerns methods for automatically, after a user selects an obiect or file to 
download from a remote location, downloading software associated with object o file ForTs an« mte^Selv usJS 
feature of the Internet known as the "World Wide Web' (WWW). 'nstance. there is widely used 

When reviewing a document on the Internefs World Wide Web fWWW) a oaop of tho Hnr,™o„. 
references to other documents or to objects. A user can access suet oScumen s o Jj^^^^^^^^^^^ rgte'n 

^""T"^ "^"^"y by a user, in conjunSfon v^th a ' 

-nterface on a workstation node, by depressing a button on a pointer device while using tie poJ-teTLceTpSt at^^^ 

Sim Lll^th' ^^^^^""""9 'y^''"'^ 'n response to selection of a h^erlink. the users WeSTcces^ 

data embedded in the hyperlink in the document or object currently being viewed), and downloads the Sencid dr^ 

or^im thr- " °^ ^'''-^ °' ^ ^=ta type unknZ Mhe le^ W^^^^^ 

program, the user will be unable to view or otherwise utilize the downloaded dooiment 

bv looTi^!! I^'^'kI!.""' ""'^ ^"^""P* '° "^^""^"y 3 ^'^er for the downloaded document or obiect 

by looking through l.branes of programs on the server from which the document or object was retne^^ o on 2h« 

then execute It so as to view the previously downloaded object. However, there are some inificant Hste tc^^ruTp^ 
associated wrth executing a viewer of unknown origin. For instance, the downloaded viewer ^ogran^^ySt^ llL^J^^^ 

resources and/or destroy information on the user s computer, contrary to the users wish«^ Th» nrlJlr J 

v^xrort:'""'"'^^"^'''"^^"'""^^^ 

verification of those programs before the downloaded viewer can be executed. axiomatic integrity 
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The present invention is a "class loader" for retrieving (i.e., downloading) objects and obiect viewers from remoio 
computer nodes, and for invoking locally stored object viewers to view objeos vJ^en a useV^SctHnlll^to ^ 
such as by using the hyperlink feature of the World W«e Web. a conventional d^n.oad^Tof^ 
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initiated. The class loader of the present invention, however, irtilizes data type information received at the beginning of 
the object downloading process to determine whether a viewer for the referenced object is available on the user s work- 
station. 

If an appropriate viewer is not locally available, the class loader automatically locates an appropriate viewer on the 
5 server from which the object is being downloaded, or from any other appropriate server known to the user s workstation. 
The class loader downloads the located viewer and then invokes a program verification procedure to verify the integrity 
of the downloaded viewer before the viewer is executed. Once a viewer has been verified, the viewer is added to the 
user's local viewer library, downloading of the referenced object is completed, and execution of the viewer to view the 
downloaded object is enabled. 

^0 If an appropriate viewer cannot be located, or the only viewer located does not pass the verification procedure, 
downloading of the referenced object is aborted. 

The present invention verifies the integrity of computer programs written in a bytecode language, to be commercial- 
ized as the OAK language, which uses a restricted set of data type specific bytecodes. All the available source code 
bytecodes in the language either (A) are stack data consuming bytecodes that have associated data type restrictions 

15 as to the types of data that can be processed by each such bytecode. (B) do not utilize stack data but affect the stack 
by either adding data of known data type to the stack or by removing data from the stack without regard to data type, or 
(C) neither use stack data nor add data to the stack. 

The present invention provides a verifier tool and method for identifying, prior to execution of a bytecode program, 
any instruction sequence that attempts to process data of the wrong type for such a bytecode or if the execution of any 

20 bytecode instructions in the specified program would cause underflow or overflow of the operand stack, and to prevent 
the use of such a program. 

The bytecode program verifier of the present invention includes a virtual operand stack for temporarily storing stack 
information irtdicative of data stored in a program operand stack during the execution a specified bytecode program. 
The verifier processes the specified program by sequentially processing each bytecode instruction of the program, updat- 

25 ing the virtual operand stack to indicate the number, sequence and data types of data that would be stored in the operand 
^ stack at each point in the program. The verifier also compares the virtual stack information with data type restrictions 
associated with each bytecode instruction so as to determine whether, during program execution, the operand stack 
would contain data inconsistent with the data type restrictions of the bytecode instruction, and also determines whether 
any bytecode instructions in the spedfied program would cause underflow or overflow of the operand stack. 

30 To avoid detailed analysis of the bytecode program's instruction sequence flow, and to avoid verifying bytecode 
instructions multiple times, all points (called multiple-entry points) in the specified program that can be can be immediately 
preceded in execution by two or more distinct bytecodes in the program are identified. In general, at least one of the two 
or more distinct bytecodes in the program will be a junnp/branch bytecode. During processing of the specified program, 
the verifier takes a "snapshot" of the virtual operand stack immediately prior to each nxjltiple-entry point (i.e., subsequent 

35 to any one of the preceding bytecode instructions), compares that snapshot with the virtual operand stack state after 
processing each of the other preceding bytecode instructions for the same multiple-entry point, and generates a program 
fault it the virtual stack states are not identical. 

BRIEF DESCRIPTION OF THE DRAWINGS 

40 

The accompanying drawings, which are incorporated in arxj form a part of this specKication. illustrate embodiments 
of the invention and. together with the description, serve to explain the principles of the invention, wherein: 

Figure 1 depicts two computers interconnected via a network. 

Figure 2 depicts two computers interconnected via a network, at least one of which includes a secorxJary storage 
device for storing multiple copies of a source program in different executable forms. . 

Figure 3 depicts two computers interconnected via a netv;ork, at least one of which includes a bytecode prograni 
50 verifier and class loader in accordance with the present invention. 

Figure 4 represents a flow chart of the loading process for accessing a bytecode program and viewer stored in a 
remote server according to the preferred embodiment of the present invention. 

55 Figure 5 depicts data structures maintained by a bytecode verifier during verification of a bytecode program in 
accordance with the present invention. 

Figure 6 represents a flow chart of the bytecode program verification process in the preferred embodiment of the 
present invention. 
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^ZZ:^ ' '''' °' "^^""^^ P-ess in .he prete^e. e.bc.en, o, ,.e 

^ DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

will be understood tha, ,hey are not intrndS^to Sl^!^, . "^"^ '^^^ P^^'e^^d embodiments, it 

is intended to cover altemattes mSSSns 2 ^ f VT' 0" '^^e contrary, the invention 

'0 the invention as defined byle apSt^ da^s "'"^ '"^'"^"^ spirit and scope of 

.0 a Te!:::ZZ"e^'^'^^^^^^ « f^" ''^^^ 2. a first computer node 202 is connected 

node 202 indudTs a centra! procelng uS a usZlSr^^^^^^^^ 

(disc storage) 212. and a modem or other colun ^ o T^^^^^^^ ("^"^^ 2,0. secondary memory 

.5 the computer communication network 216. The disc^oraoe ?12 tolc n f ' " ""^""^^ to 

as well as data files and other information ^ Processor 206. 

central^rs^tru^t^rserT^^^ a file or other information server, indudes a 

and a modem or other communS ir,^ meiS 22^,^^^ """'^^^ '^"^'^ ^'^'^ ^'"-Qe) 224. 

nication network216. The disc storaqe 224lncruS!rnl h? J ' '^'""'^ ""^"'"^ '° ''^^ ""^"'er commu- 
orcata.og)for,ocatinginformati:^;S^^^^^^ 

234 for execufon by the processor 218 and/or dist^ib^uZrother cX^^^^^^^^^^^ 

other. For instance, the server node 2M S bTa Ln M^-^ t ""^"'"^ ^ •f'e 

the user workstation node 202 rSy be an iIm comoaX^^^^ ""^"'"^ "'"^ " ^"'^ 'y^'^ -^"e 

DOS operating system. Furthermore, other user rSl cS^^^ -.croprocessor and a Microsoft 

204 might useavariety of different computer^nSS^^^^^^^ 

well as a plurality of objecrX^Srs (24 aS 243ron^^^^^^^ * ' "''^'^'^ (^38 and 239) as 

invention, many varied isers ctrf be supp^Ted ZuTh w"^T "°-^«^"Sing the present 

Referring now to Figure 3 a rfstr bu'S ' P'°9^='"- 

is Shown. A first computer node "stis connect a se^nd Jn^f^^^ « °' ''^ P^^^^"* 

network 266 such as the Internet Again iust as if.h! ? 1 "'^^ "'^ ^ '°'"P"^«^ communications 

utilise different computer .aLms^nToSnTs s^^^^^^^^^ 4 "h iTatSS c^odT " ""^^ '""^ 
one of the two computer nodes cannot be executed Inloni^^P , ^ programs executed on either 

Microsystems computer using a Unix ooerttT^m h ■ T ^^'"^^ ^54 might be a Sun 

computer using an 80485 miaoproceS^^^^^ MicmT„« rinf '"".^'''^'^ 252 may be an IBM compatible 
with Figure 2. ^e first compute?^Se 252'^^^^^^^^ 
(RAM) 260. secondary memory (d^ SS S and a n^^""'""?:"" ' '''' "^^^^ 
the first computer node 252 to thP ™ . "^^"^ communication interlace 264 that connects 

<s execution by th prcSsS 2 7 a' I^^p ofT^ """r "^'^^ ^62 stores programsiS 

purposes of this Se^^n , wJ ^ lum^ t nh» i T""^" ""'^^ °' ^^«="«^"^ '^o^ t*'* 

from the second computer nodi 2M^a mTco™l^^^ "''^^^ P^PS^^'" 267 

in greater detail bZ in coSn'mtS:^^^^^^^ 

« inter^eri:jS,!n"?rJrs':/e«^^^^^^ '^.7"^" ? ^" ^^^^ ^"P'^^-- -'^e" compiled or 

OAK instruction set !s provSS in T^^ i^^^^ °' ^" "^^^^ ''^e«'<^e instruct.rs in the 

data type specific. Spedfically the OAK instru«^<S .1 h r ? " "ytecode instructions that are 

types by designating sLS oi^es aLo Jl! d.s .nguishes the same basic operation on different primitive data 
perform'the s^me baSun^,;Te,a "^^^ '^"'1°' ^^^^^^ '"^'""^ set ,0 

ss onlydataofacorrespondingdistin«daS ina^^^^ '"^'^ "^^^ '^"^ "^«* tP Process 
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utilizes data in a manner consistent with the data type specific instructions in the OAK instruction set will not violate the 
. integrity of a user's computer system. 

In the preferred embodiment, the available data types are integer, long integer, short integer (16 bit signed integer), 
single precision floating point, double precision floating point, byte, character, and object pointer (sometimes herein 
5 called an object reference). The "object reference" data type includes a virtually unlimited number of data subtypes 
because each -object reference- data type can include an object class specHication as part of the data type. In addition, 
constants used in programs are also data typed, with the available constant data types in the preferred embodiment 
comprising the data types mentioned above, plus class. fieWref. methodref. string, and Asciz. all of which represent two 
or more bytes having a specific purpose. 
JO The few bytecodes that are data type independent perform stack manipulation functions such as (A) duplicating one 
or more words on the stack and placing them at specific locations within the stacK thereby producing more stack items 
of known data type, or (B) clearing one or more items from the stack. A few other data type independent bytecode do 
not utilize any words on the stack and leave the stack unchanged, or add words to the stack without utilizing any of the 
words previously on the stack. These bytecodes do not have any data type restrictions with regard to the stack contents 
IS prior to their execution, but all modify the stack's contents in a totally predictable manner with regard to the data types 
of the items in the stack. As a result, the number of operands in the stack and the data type of all operands m the stack 
can be predicted (i.e.. computed) with 100% confidence at all times. 

The second computer node 254. assumed here to be configured as a file or other information server, includes a 
central processing unit 268. a user interface 270. primary memory (RAM) 272. secondary memory (disc storage) 274. 
?o and a modem or other communication interface 276 that connects the second computer node to the computer commu- 
nication network 266. The disc storage 274 is comprised of a directory 280. objects 282 including a first object 283. a 
viewer library 284 and programs 286 for execution by the processor 268 and/or distribution to other computer nodes, at 
least one of which is the bytecode program 267 for transfer to computer node 252. 

As shown in Figure 3. the first computer node 252 stores in its secondary memory 252 a class loader program 296 
25 for retrieving (i.e.. downloading) objects and object viewers from other computer nodes, and for invoking locally stored 
object viewers to view objects. The class loader 296 also automatically verHies (at the site of the end user's workstation 
node) downloaded object viewers to verify the integrity of each viewer before it is executed by each user. 

For the purposes of this document, an "objecf thcit may be "viewed" using an associated viewer can be either (A) 
a data-only type of object, such as a file other data structure that contains data of a specific type or format, such as 
30 JPEG. GIF. MPEG, or MPEG2 data, without having any embedded method or software, or (B) a method-storing object, 
such as a file or other data structure that includes one or more embedded methods, and optionally data as well. For 
instance, distinct viewers may be needed for viewing data-only objects that store distinct image data types, such as 
JPEG and GIF. and for viewing data-only objects that store distinct video program data types such as MPEG and MPEG2. 
Other examples might be distinct viewers for viewing charts of data, viewers with built-in data decryption software for 
35 viewing encrypted data (when the decryption key is known to the user), and so on. 

In addition, distinct viewers may be needed for method-storing objects using different internal program types. For 
instance, different internal program types in various method -storing objects might use distinct scripting languages or 
might assume the availability of different libraries of utility programs, thereby requiring different viewers. 

A -viewer" (sometimes called an interpreter) decodes data and/or instructions in a specrtied object, and gerierally 
40 performs whatever computations and operations are needed to make objects of a particular data type or class usable. 
In the present invention, such object viewers are bytecode programs, written in a source code bytecode language so 
that the integrity of each object viewer can be independently verified by an end user through execution of a bytecode 
program verifier 240. Bytecode program verification is discussed in more detail below. 

It should be noted that a distributed computer system 250 may include platform independent object viewers in 
45 accordance with the present invention as well as other object viewers which are not platform independent and which 
cannot be verHied using the bytecode program verrtier 240 and class loader 296 tools of the present invention. In such 
a hybrid system, the automated viewer integrity verification benefits of the present invention will be provided for bytecode 
viewer programs, but not for other viewer programs. 

The class loader 296 is an executable program for loading and verifying objects and object viewers from a remote 
50 server. When reviewing a document on the Internet's World Wide Web (WWW) for example, a page of the document 
may contain references to other documents or to objects. A user can access such other documents or objects by selecting 
a given object via an associated hyperlink. Such selection is usually performed by a user, in conjunction with a graphical 
user interface on a workstation node, by depressing a button on a pointer device while using the pointer device to point 
at a graphical image representing the hyperlink selection. 
55 During the selection process, the document or object which is currenUy being viewed may contain references to 
other documents or objects, including some having a data type which is unknown to the user's workstation. The dass 
loader of the present invention is utilized to both locate a viewer associated with a "foreign" data type, and to verify 
program integrity of all downloaded bytecode programs prior to their execution by the user. 



5 



EP 0 718 761 A1 



20 



25 



30 



35 



40 



45 



50 



ss 



-Viewer library- 298 .r, its own .L stora'g^S to^^^^^^ - assoca.e. vewer .n1 

executes a search routine at both the source server anTcJht ser eSi^^asl^^ T" "^"^"''^ 

5 proper v.ewer. If no viewer can be located, then the objeS aX b«^^'' ^T-T '1 k". ""'" 

rejected for wan, of an appropriate viewer. Finally. up<S tocat^ 'oaded is 

<oader invokes execution of a bytecode verifier 240 i^h^'STc^^ZZ ' 

coniunction with a bytecode program interpreter 242 or co^i a^^^^^ """^ '° "'^ °' -«wer in 

..on. the downloaded viewer may be stor^ in the user s S^^e^^^^^^^^ ""^"^^ ^44. After verifica- 

" -n-trrriS^'^b;^^^^^^ 

the Class loader program. The pseudocode uLT^Z'^f ^"^^^ ' ' pseudocode representation of 
computer language conventions. While the pse7drcc^e^™ J J h!« h ? ' ""^^^Qe using universal 

this description, it is designed to be easily unders^n^LT^ "^^"'^ ^^'^'^ '''e purposes of 

'5 As Shown in Figure I. the user w^tfon 252 b^^^^^^ '7 'T"'"' programmer sailed in the art. 

server254 Which contains anobie;2S^,?be"^^^^^ '304, a connection to a 

bytecode program by hyperlink selecting the S^ ^^e^onV^^l^^^ '^^"^'^ "''iect 

obiect to the user workstation 252. The handli^ rrtrievJi nnor to f^^^^ ' '^^ '«'«^«"=ed 

— concerningproper.iesofthereferencedob)e:.tr:r:^^^^^^^^ 

^ser::x%s:sr;sr:^^^^^^^^^^^^ 
^^yT.s;:;Lnt^^^ 

their appropriate locations fn memor n^ :^y^:^cS^de^nr!^^^^^ and 
the initial handshake in order to deterrnine com^bS wjh he us! wZtT'^f T '° ''^ downloaded during 
of the body Of the referenced object. If an a^^ZZT^^lris iZ^^^ 

downloading of the referenced object ^' "^'^^^ completes (310) the 

..e'iSuJS:;^^^^^^ 

n.os, circumstances the first place .0 look to an approp'atwj^ef s the " ^"^^"''^ 

stored. Thus, the class loader opens (312) a secoS connSontrfh? '^'"'^ °" "^^ ""ject is 

Object and requests (314) a viewer for the data t^r^^^^^^^ 

is downloaded (31 5) into the user's workstatr ' ''''"^ ""'"'"^ =PP^°P''a'« ^«^e^ •^'e viewer 

240isanexecutableprogramwhichvl«iesopran7dl^^^^^^^^ 
bytecode (source) program prior to the execution of the l^lcSe or^^^ 

;S----VOfthenewdatatypiviewer.,;h::^^^^^^^^^ 

non.ve^^^tJelT^:?^:;'';;^;^^^^^^ automatic downloading and use of both verif.«e and 

Viewer is no, a bytecode progral sTa SS 

example, the user may be asked whether or not accept the^ert ^e^eT ^ » u J 

such object viewers may be included a configuratTon fi e If Tfln r Z . " ' '° ^"^P' "« accept 

the vi«.er library (319). and if it is not acceptS Hl^^^^^ « --P'e<^- " is stored fn 

appropriate viewer is located in the viewer 325 '^f "^llJ''' °T "^^'"^ = '"^'a^y 326. If the 
verifies the viewer program according to C SllS' 2.. l^lT^^LTr. '.h' "^'^-^^ 
servers until all known resources are exhausVed or^n l^^ JPJ ^ ^^^^^ '^'^ P'"=««- '='^«*'"9 alternate 
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the selected object is completed (3i0). If the downloaded object includes one or more embedded bytecode prograrm 
r330 an?.7tJe efore a r^thod-storing object, the bytecode programs in the downl^ded object are ver,f.ed (.32 by 
^k^ng exea^tio^^ the bytecode verifer on those embedded programs. If the verif.er generates a success return 
Ser or^cSina the embedded programs (334). then the downloaded object is viewed w.th the associated object 
. ^eHssS IMhe ^ processing o. the embedded program due to detection of a program that does not 

' cXri to'he veHfler s requirements (334). the downloaded object is deleted (335) and an appropriate user message 

" ^^thetent that the downloaded object does not include embedded bytecode programs (330). steps 332-334 are 
cuinnort and the object is viewed with the appropriate viewer (335). 
,0 R?fernn ao^^^ 3. the first computer node 252 also stores in its secondary memory 262 a bytecode verrf.er 

DroaJrl 240 fof eh^ying the integrity of specified bytecode programs and a bytecode interpreter 242 for execujng 
;?d^ byte Xrograms. Alternately, or in addition, the first computer node 252 may store a bytecode co"j»^er 244 
S converling a verifi^ bytecode program into an object code program for more eff.cent execution of the bytecode 

,s 'The ^S^::S:^:^e..a^e program which verifies operand data type compatibility anc|proPer sta^^^ 
manip J^L in a specHied bytecode (source) program prior to the execution f '^^^ 'y-"^^^^^^^^^^ 
257 under the control of the bytecode interpreter 242 (or prior to compilation of the bytecode program by compiler z*4)^ 
Each byti^e P^^^^^^^^^ including the downloaded object verifier) has an associated verHication status value 302 
that is iniSy set to False when the program is downloaded from another location. The verrf^t.on status value 302 for 

.0 me prCm is set to True by the bytecode verifier 240 only after the program has been verrfied not to fail any of the data 
type and stack usage tests performed by the verifier 240. 

The Bytecode Program Verifier 

Referring now to Figure 5. the execution of the bytecode program verifier 240 will be explained in conjunction with 
a oartSu a bytTode program 340. The verrtier 240 uses a few temporary data structures to store mformation .1 t^eeds 
du'"X leSStn p^ess. In particular, the ver«ier 240 uses a stack counter 342. a virtual stack 344. a virtual local 
variable arrav 345 and a stack snapshot storage structure 346. 

•^e S coumer 342 is updated by the verifier 240 as it keeps track of the virtual stack manipulations so as to 

in rpfipct the current nuniber of virtual stack 344 entries. . ^ ^ ^ j 

?he virtual 344 stores data type information regarding each datum that will be stored by the byt^ode program 
340 ^n theX^dVtack during actual execution. In the preferred embodiment, the virtual stack 344 is used in Je same 
way as a regular stack, except that instead of storing actual data and constants, the virtual stack 344 stores a data type 
rSor ^!.Vfor each dat^m that will be stored in the operand stack during actual execution of the program. Thus, for 
3S instance, if during actual execution the stack were to store three values: 
HandleToObjectA 
5 
1 

the caresponding virtual stack entries will be 
40 R 
I 

where "R" in the virtual stack indicates an object reference and each T in the virtual stack indicates an '"teger. Furlher. 
mo?Mhe ;^ck counter 342 in this example would store a value of 3. corresponding to three values being stored in the 

.5 virtual stacK 344^ ^^^^ _^ ^ corresponding virtual stack marker value, for '^^^^^^^^^ 

long integer (L) single precision floating point number (F). double precision floating point number (0) byte (B)^ short 
(i;'and Object refe?ence (R). The marker value for an object reference will often include an object class value (e.g.. 

so 'r^^::^:^Ss..e. same basic fun«ion as the virtual stack 344 That it j^^^^^^^ 
store data type information for local variables used by the specified bytecode program. Since data .s cjt«" 
bv oroorams between local variables and the operand stack, the bytecode instructions performing such data transfers 
SerseutngTocalvari 

arz* /"oncietpni ttrtth the data tvoe usage restrictions on those bytecode instructions. 

55 roJTatSn tirveSr 2^^ each bytecode instruction which requests datum to be popped off thesta* 

and ^^s 0? he «,me number of data type values off the virtual stack 344. The verifier then compares the popped 
d^a^e ^lles^om t^e virtual stack 3^ with the data type requirements of the bytecode instruction Similarlyjor 
each^ectfe instL^^ requesting datum to be pushed onto the stack, the vernier pushes onto the .rtual stack a 
corresponding data type value. 
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number o. operands sJed .^^.^opTrlnVs^acr ' ' ' °' 

sc. DT1.DT2. DT3. ... DTn 

the virtual operand stack ° ' '""^ ^^'^ '^P^ "^e last possible item in 

target instruction) lie the snisho^or^on 3^^^^^^^ "'TT °' ^'^^''^^ of each 

instruction identifiers. ° ' ""^ '° ^^pshot^ associated with the target 

a branch indicating ,o whicM oca«^ £rge,) TnZTo^sr^Z °^ ''^"^"«') ^"^ 

safsfied. .n evaluating a conditional iumpTnsl ct 1 ^e^^^'ti 24oXs T 

to store both the identity of the targe, location (in the dired^ ^'^"'^'-e 346 

snapshot ponion 350) just before the jump. The operation of the stack sni^^^^^^ ? ^'^'^ 

5 in greater detail below in conjunction 'with'the deSiptiZ ,he : ^ «P'-«^ 

ofwhtT^r^^^^^^^^^ 

stack manipulations 352 and 354 Lsh illr on^^^^^^^ '^""^^ '^'^'"^ '"^''^^^ '"^'^""ions for 

jump 356 and its associated target S a SaTd" iul ?2 fn ^ '"'"^'^ '^""^ ''"^'^ 'especlively). a forward 

ssrvrf4~^^ 

da.at.eco_.the^o-^^^^^^^ 
inde^ltZra^raXS^^^^^^ 

essential), a computer languSfusTng univ7rsa^ <^^^ Appendix 2 is. 

here has been invented solely Ir he puXs o^^^^ T"' "^'^^^ 

computer programmer skilled in the art descr.pt.on, ,t -s designed to be easily understandable by any 

arrays of locations in memory to store ooertd a,^ I '.T I ! 345 by designating 

(404, the stack snapshot^oSge St uc °^ ?f T ^^'^'^^ 

Finally, the verifier designates (406)tiQiste? to """^'^ '° "'"'^ ^"^P^^°» '"formation, 

stack entries. ' ' ^ ^ *° ^ "'^"^ """'^^ 3« for keeping track of the number of virtual 

andu'n'rcJtSnir^^^^^^^^^^^ 

(steps 408.410.4 2).LforeSrS^^^^ 

the target location fo thelmp is Vto^^^^^^ in m^d^T °' ^""^ (^'^P « representation of 

346. unless (step 418) .hi targ t SoS a .f^^^ b^^^^^^^^ ?' ''l'^"^ «^"«=«-e 

relative address of the target instruction may be in fhp lof J f ^ '"Stance, the absolute or 

bytecode instructions are fgnorS on tSt p^sT ' °' 

targerS^irrrnteS;^^^^^^^^^ 

wi.hrht!:.:s:rhS^^^^^^^^ 

beenconpletedbasedonthebyte^o^etslS^^^^^ 
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Referring now to Figure 6B. a second pass through the bytecode program is initiated in order to verify proper use 
of the operand stack and of data types by the bytecode program. The first instruction of the bytecode program is seleaed 
(430) and the verifier first checks (432) to see if the address for the selected instruction has been stored in the directory 
portion 348 of the stack snapshot storage structure 346 in the first pass described above. 

5 If the address of the selected instruction is in the directory 348. indicating that the selected instruction is the target 

of a conditional or un-conditional jump, the verifier checks (434) to see if an associated stack snapshot has been stored 
in the snapshot portion 350 of the stack snapshot storage structure 346. If a stack snapshot has not been stored (indi- 
cating that the instruction is a target of a backward jump), then the contents of the virtual stack and the stack counter 
are stored (436) in the stack snapshot storage structure 346. The snapshot contains information on t^e status of the 

10 virtual stack just before the execution of the instruction being processed, including a data type value for each datum that 
has been pushed onto the stack. The verifier will then continue the verification process and analyze the individual instruc- 
tion, starting at step 450. as described below. 

If a stack snapshot has been stored for the currently selected instruction (indicating that a jump instruction associated 
with this target instruction has already been processed), then the verifier compares (438) the virtual stack snapshot 

IS information stored in the snapshot portion 350 of the stack snapshot storage structure 346 for the currently selected 
instruction with the current state of the virtual stack. If the comparison shows that the current state and the snapshot do 
not match, then an error message or signal is generated (440) identifying the place in the bytecode program where the 
stack status mismatch occurred. In the preferred embodiment, a mismatch will arise if the current virtual stack and 
snapshot do not contain the same number or types of entries. The verifier will then set a verification status value 245 

20 for the program to false, and abort (442) the verification process. Setting the verification status value 245 for the program 
to false prevents execUion of the program by the bytecode interpreter 242 (Figure 3). 

If the current virtual stack and the stored stack snapshot for the current instruction match (438). then the verifier wilt 
continue the verification process and analyze the individual instruction, starting at step 450. as described below. 

If the address of the currently selected instruction is not found within the directory portion 348 of the stack snapshot 

25 storage structure 346 or if a stack status mismatch is not detected, then the verifier performs selected ones of a series 
of checks on the instruction depending on the particular instructions stack usage and function. 

Referring to Figure 6C. the first check to be performed concerns instructions that pop data from the operand stack. 
If the currently selected instruction pops data from the stack (450). the stack counter is inspected (452) to determine 
whether there is sufficient data in the stack to satisfy the data pop requirements of the instruction. 

30 If the operand stack has insufficient data (452) for the current instruction, that is called a stack underflow, in which 
case an error signal or message is generated (454) identifying the place in the program that the stack underflow was 
detected. In addition, the verifier will then set a verification status value 245 for the program to false, and abort (456) the 
verification process. 

If no stack underflow condition is detected, the verifier will compare (458) the data type code information previously 

35 stored in the virtual stack with the data type requirements (if any) of the currently selected instruction. For exannple. if 
the opcode of the instruction being analyzed calls for an integer add of a value popped from the stacK the verifier will 
compare the operand information of the item in the virtual stack which is being popped to make sure that is of the proper 
data type, namely integer. If the comparison results in a match, then the verifier deletes (460) the information from the 
virtual stack associated with the entry being popped and updates the stack counter 342 to reflect the number of entries 

<o popped from the virtual stack 344. 

If a mismatch is detected (458) between the stored operand information in the popped entry of the virtual stack 344 
and the data type requirements of the currently selected instruction, then a message is generated (462) identifying the 
place in the bytecode program where the mismatch occurred. The verifier will then set a verification status value 245 
for the program to false and abort (456) the verification process. This completes the pop verification process. 

45 Referring to Figure 6D, if the currently selected instruction pushes data onto the stack (470). the stack counter is 
inspected (472) to determine whether there is sufficient room in the stack to store the data the selected instruction v^HII 
push onto the stack. If the operand stack has insufficient room to store the data to be pushed onto the stack by the 
current instruction (472). that is called a stack overflow, in which case an error signal or message is generated (474) 
identifying the place in the program that the stack overflow was detected. In addition, the verifier will then set a verification 

so status value 245 for the program to false, and abort (476) the verification process. 

If no stack overflow condition is detected, the verifier will add (478) an entry to the virtual stack indicating the type 
of data (operand) which is to be pushed onto the operand stack (during the actual execution of the program) for each 
datum to be pushed onto the stack by the currently selected instruction. This information is derived from the data type 
specific opcodes utilized in the bytecode program of the preferred embodiment of the present irtvention. The verifier also 

55 updates the stack counter 342 to reflect the added entry or entries in the virtual stack. This connpletes the stack push 
verification process. 

Referring to Figure 6E. if the currently selected instruction causes a conditional or unconditional jump or branch 
fonward in the program beyond the ordinary sequential step operation (step 480) the verifier will first check (482) to see 
if a snapshot for the target location of the jump instruction is stored in the stack snapshot storage structure 346. If a 
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port.on 350 of the stack snapshot storage strurture 34S vT.h Thl ? ^ ^ °^ 'nformat.on stored in the snapshot 

Shows that the current state and the sr^shtt do'ot ri^.cM^^^^^^ ° " 

place in the bytecode program where the stack staJus^ cl.r ^^^^ generated (488) identifying the 

wi.l arise if the current virtual stack and sna^ ^^^^^^^ '"''""^ ^ "^^"^^^^ 

mismatch w,ll arise if one or more data type vaLs in^L " T T °' °' thermore. a 

values in the snapshot. The vernier v^ftlTn set all Sif^r T! corresponding data type 

.he ver^ication process, .f a s.acl's.t match ^def TatC^e^^^^^^^^^ ''T''"" '° '"^ '''-^ (^^^ 
500 (Figure 6F). aeiecieo at step 486. then the verrf.er continues processing at step 

bac::r trp:^r(:t;^^^^^^^^^^^^^ ~ or unconditio., or .anch 

snapshot portion 350 of the stack snapshot st^e s' 346 
has already been stored in step 436, with thTc^eS;^^^^^^^^^^^^ 

state and the snapshot do not match then an Prrnr ^ comparison shows that the current 

program where the stack status mifmatch " c-^ T^lVreZTe'^Z'^^^^^^^^^ '^''^^ 
virtual stack and snapshot do not contain the ^.Z'nu^Zfl , embod ment. a mismatch will arise if the current 
Virtual stack does not match the oTriZd.la d^arAn^ T '"T °' " '"^ '^^'^ =-en 
s.a.™5for.hepr^^^^^ 

verifierVol^^t'^^^^^^^^^^^^ 

any, of the currently selected instruction. If a mismJSi is deteai 5^^ TT' ^eP"'>ements (if 

the virtual local variable and thedatatyperequirementsofhrJ™^ ''^^ ''^'^ information stored in 

(514, identifying the place in the bytecSeXrwhefeT^^^^^^^ 
status j^lue 245 for the program to false and STst^^^^^^^^ 

sfepVt?reir~tS^^^^^^^ 

store a data type value (indicaSg ,S Ja^a haTbeln n!! T T ^ " ''arable does 

data type information in the via b ^ Ij^^^^^^^ '''' verifier compares the 

instruction (524,. If a mismatch is deScte^ S^^eSee^ the dr^f/T''"' "^"""""^ ''^^"^^ 

and the data type requirements of the curreirse^cTe^Tniruc^^^^^ ZVI °" ''^'"^ ^^"^'''^ 
Place in the bytecode program where the mismaS oS^I "S^' ll "^f!''" " "'""'"'^ '^'^^ '-^^ 
for the program to false ar^ abort (528, theTe7So„ p'c^ss ' ''''^ ^45 

instr^ircrpiirret^^^^^^^^^ 

does not store a data type value (indi««na th^ not.tn.i o? ? T ^ '"''"^ variable 

processed by the verifl^;,. then the^C aioS^^^^^ ''^ ''^^ 

local variable (step 530, associated ^th the selected bytecode instruction is stored in the virtual 

ByteccxJe Interpreter 

Appefsr:™^^^^^^ 

thebyti'4To5;fmlCerS.^^^^^^^ "'^^^ ^^^'^ ^ "^^^-^ ««"«ed. 

program. The byLodever'iii^ de J^^^^^^ 
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If the verifier returns a "verification failure" value (554). the attempt to execute the specified bytecode program is 
aborted by the interpreter (566). 

If the verifier 242 returns a "Verification Success" value (564). the specified bytecode program is linked (558) to 
resource utility programs and any other programs, functions and objects that may be referenced by the program. Such 

5 a linking step is a conventional pre-execution step in many program interpreters. Then the linked bytecode program is 
interpreted and executed (570) by the interpreter. The bytecode interpreter of the present invention does not perform 
any operand stack overflow and underflow checking during program execution and also does not perform any data type 
checking for data stored in the operand stack during program execution. These conventional stack overflow, underflow 
and data type checking operations can be skipped by the present invention because the verifier has already verified that 

10 errors of these types will not be encountered during program execution. 

The program interpreter of the present invention is especially efficient for execution of bytecode programs having 
instruction loops that are executed many times, because the operand stack checking instructions are executed only once 
for each bytecode in each such instruction loop in the present invention. In contrast, during execution of a program by 
a conventional interpreter, the interpreter must continually monitor the operand stack for overflows (i.e.. adding more 

15 data to the stack than the stack can store) and underflows (i.e.. attempting to pop data off the stack when the stack is 
empty). Such stack monitoring must normally be performed for all instructions that change the stack's status (which 
includes most all instructions). For many programs, stack monitoring instructions executed by the interpreter account 
for approximately 80% of the execution time of an interpreted computed program. As a result, the interpreter of the 
present invention will often execute programs at two to five times the speed of a conventional program interpreter running 

20 on the same computer. 

The foregoing descriptions of specific embodiments of the present invention have been presented for purposes of 
illustration and description. They are not intended to be exhaustive or to limit the invention to the precise forms disclosed, 
and obviously many modifications and variations are possible in light of the above teaching. The embodiments were 
chosen and described in order to best explain the principles of the invention and its practical application, to thereby 
25 enable others skilled in the art to best utilize the invention and various embodiments with various modifications as are 
suited to the particular use contennplated. it is intended that the scope of the invention be defined by the Claims appended 
hereto and their equivalents. 
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TABLE 1 

BYTECODES IN OAK LANGUAGE 



INSTRtJCTinNl ^f^^f 

aaload 

aastore 

aconst_null 

aload 

aretum 

arraylength 

astore 

astore_<n> 

athrow 

bipush 

breakpoint 

catchsetup 

catchteardown 

checkcast 

df2 

d2i 
d2l 

dadd 
daload 
dastore 
dcmpg 

dcmp! 

dconst_<d> 

ddiv 

dioad 

dioad_<n> 

dmod 



SHORT HP.SQRIPTION 



load object reference from array 

store object reference into object reference array 

push null object 

load local object variable 

return object reference from function 

get length of array 

store object reference into local variable 

store object reference into local variable 

throw exception 

push one-byte signed integer 

call breakpoint handler 

set up exception handler 

reset exception handler 

make sure object is of a given type 

convert double floating point number to single 

precision floating point number 

convert double floating point number to integer 

convert double floating point number to long 

integer 

add double floating point numbers 
load double floating point number from array 
store double floating point number into array 
compare two double floating point numbers (return 
1 on incomparable) 

compare two double floating point numbers (return 

-1 on incomparable) 

push double floating point number 

divide double floating point numbers 

load double floating point number from local 

variable 

load double floating point number from local 
variable 

perlomi modulo function on double floating point 
numbers 
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dmu! multiply double floating point numbers 

dneg negate double floating point number 

dretum return double floating point number from function 

dstore store double floating point number into local 

variable 

dstore_<n> store double floating point number into local 

variable 

dsub subtract double floating point numbers 

dup duplicate top stack word 

dup2 duplicate top two stack words 

dup2_x1 duplicate top two stack words and put two down 

dup2_x2 duplicate top two stack words and put three down 

dup_x1 duplicate top stack word and put two down 

dup_x2 duplicate top stack word and put three down 

f2d convert single precision floating point number to 

double floating point number 
f2i convert single precision floating point number to 

integer 

f2! convert Single precision floating point number to 

long integer 

fadd add single precision floating point numbers 

faload load single precision floating point number from 

array 

fastore store into single precision floating point number 

array 

fempg compare single precision floating point numbers 

(return 1 on incomparable) 
tempi compare Single precision floating point number 

(return -1 on incomparable) 
fconst_<f> push single precision floating point number 

fdiv divide single precision floating point numbers 

fioad load single precision floating point number from 

local variable 

fload_<n> load single precision floating point number from 

local variable 

fmod perform modulo function on single precision 

floating point numbers 
fmul multiply single precision floating point numbers 
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negate single precision floating point number 
'^^^""^ '■etum single precision floating point number from 

function 

store single precision floating point number into 
local variable 

fstore_<n> store single precision floating point number into 

local variable 

'^"'^ subtract single precision floating point numbers 

9etfie\d fetch field from object 

9®^^'^''*= set static field from class 

9o'o branch always 

'^'^ convert integer to double floating point number 

convert integer to single precision floating point 
number 

iPi 

convert integer to long integer 
'^^^ add integers 

load integer from array 
'^"•^ boolean AND two integers 

'^s'°''® store into integer array 

iconst_<n> push integer 

iconst_m 1 push integer constant minus 1 

'^'^ integer divide 

if.acmpeq branch if objects same 

if.acmpne branch if objects not same 

ifjcmpeq branch if integers equal 

•Ucmpge branch if integer greater than or equal to 

lUcmpgt branch if integer greater than 

'Licmple branch if integer less than or equal to 

' -''^'"P'^ branch if integer less than 

iLicmpne branch if integers not equal 

branch if equal to 0 
''9^ branch if greater than or equal to 0 

''9' branch if greater than 0 

branch if less than or equal to 0 
branch if less than 0 
branch if not equal to 0 
1'"*^ increment local variable by constant 

'oad integer from local variable 
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iload_<n> load integer from local variable 

imod perform modulo function on integers 

imul multiply integers 

ineg negate integer 

instanceof determine if object is of given type 

int2byte convert integer to signed byte 

int2char convert integer to char 

invokeinterface invoke interface method 

invokemethod invoke class method 

invokesuper invoke superclass method 

ior boolean OR two integers 

iretum return integer from function 

ishi integer shift left 

Ishr integer arithmetic shift right 

(Store store integer into local variable vindex 

istore_<n> store integer into local variable n 

isub subtract integers 

iushr integer logical shift right 

ixor boolean XOR two integers 

jsr jump to subroutine . 

12d convert long integer into double floating point 

number 

12f convert long integer into single precision floating 

point number 

12i convert long integer into integer 

iadd add long integers 

laload load long integer from array 

land boolean AND two long integers 

iastore store into long integer array 

Icmp compare long integers 

lconst_<I> ^. push long integer constant 

Idcl push item from constant pool 

Idc2 push item from constant pool 

Idc2w push long or double from constant pool 

Idiv divide long integers 

lload load long integer from iocal variable 

lload_<n> load long integer from local variable 

Imod pertorm modulo function on long integers 
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Imul 
Ineg 

lookupswitch 
lor 

Ireturn 

IshI 

Ishr 

Istore 

lstore_<n> 

Isub 

lushr 

Ixor 

monitorenter 

monitorexil 

new 

newarray 

newfromname 

nop 

pop 

pop2 

putfield 

putstatic 

ret 

return 

saload 

sastore 

siaload 

siastore 

sipush 

tableswitch 

verifyslack 



multiply long integers 

Negate long integer 

Access jump table by key match and 

boolean OR two long integers 

return long integer from function 

long integer shift left 

long integer arithmetic shift right 

store long integer into local variable 

store long integer into local variable 

subtract long integers 

long integer logical shift right 

boolean XOR long integers 

enter monitored region of code 

exit monitored region of code 

create new object 

allocate new array 

create new object from name 

do nothing 

pop top stack word 

pop top two stack words 

set field in object 

set static field in class 

return from subroutine 

return (void) from procedure 

load signed byte from array 

store into signed byte array 

load unsigned short from array 

store into unsigned short array 

push two-byte signed integer 

access jump table by index and jump 

verify stack empty 



16 



EP 0 718 761 A1 



APPENDIX 1 
Pseudocode for Class Loader 

User selects an object (the 'referenced object") to view. (For example, the 

user selection may be performed by selecting a hyperlink to the object 

in a document or other object.) 
Open connection to server storing referenced object. 
Receive handle to referenced object, including data type. 
Check if data type is known to user's system (i.e., does user have a viewer 

for objects of the received data type) 
If data type is unknown 

( 

Open second connection to same server 
Request viewer for specified data type: 
If Success 

/• Hybrid System Option: Check for Non-bytecode viewer V 
{ 

If received viewer is not a bytecode program 
{ 

Determine whether or not to accept viewer 
If viewer is not accepted 

Delete received viewer 
Else /• non-bytecode viewer is accepted '/ 

Goto FinishObjectDownload 

) 

/' Verification and Registration Procedure V 
Else 

{ 

Execute Bytecode Verifier on received viewer 
If verification is successful 
{ 

/• Registration of Viewer V 
Mark received viewer as verified 
Store viewer in local viewer library 
Add data type to list of known data types 
) 

Else 

Delete received viewer 
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) 

If data type is still unknown 
{ 

Search other server sites for viewer for specified data type 
If Success 

^ {same verification and registration procedure as above} 

If data type is still unknown 
{ 

Abort downloading of referenced object. 

Inform user that viewer for referenced object cannot be found 

} 

} 

FinishObjectDownload: /• Branch to this point for non-bytecode viewers 7 

Complete downloading of referenced object. 

If downloaded object includes embedded bytecode program(s) 

Execute Bytecode Verifier on embedded program (s) 
If verification is successful 

Mark embedded programs as verified 

Else 

{ 

Delete received object 
Abort downloading procedure 
} 

) 

View referenced object with viewer for data type associated with referenced 
object. 
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APPENDIX 2 
Pseudocode tor OAK Bytecode Verifier 

Receive Bytecode Program to be verified. 

Create Virtual Operand Stack Data Structure for storing stack status 
infomiation and Virtual Local Variable Array for storing local variable data 
type information. 

Create data structure for storing Virtual Stack Snapshots. 

First Pass through Bytecode Program: 

Locate all instructions that are the targets of conditional and 
unconditional jumps or branches (i.e.. can be entered from more than one 
prior instruction). 

Store list of such target instructions in Virtual Stack Snapshot data 
structure. 



Second Pass through Bytecode Program: 
Set VerificationSuccess to True 
Do Until Last Bytecode Instruction has been processed: 

Select next bytecode instruction (in sequential order in program) 
If instruction is in list of target instructions 

If snapshot of virtual stack for this instruction already exists 

Compare current state of virtual stack with stored snapshot 
if snapshot does not match current virtual stack state 

Print message identifying place in program that stack 
mismatch occurred 
« Abort Verification 

Set VerificationSuccess to False 
Return 
) 

1 

Else 

Store snapshot of current virtual stack status 
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) 

Case(lnstruction Type): 
{ 

Case=lnstnjction pops data from Operand Stack 
( 

Check for Stack Underflow 
If Stack has Underflowed 
{ 

Print message identifying place in program that 

underflow occurred 

Abort Verification 

Return 

} 

Compare data type of each operand popped from stack with 
data type required (if any) by the bytecode instruction 
If type mismatch 
{ 

Print message identifying place in program that data type 

mismatch occurred 

Set VerificationSuccess to False 

} 

Delete information from Virtual Stack for popped operands 

Update Stack Counter 

} 

Case=lnstruction pushes data onto Operand Stack 
{ 

Check for Stack Overflow 
If Stack has Overflowed 
{ 

Print message identifying place in program that overflow 

occurred 
Abort Verification 

Set VerificationSuccess to False 
Return 

} 
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Add information to Virtual Stack indicating data type of data 
pushed onto operand stack 
Update Stack Counter 
) 

Case=lnstruction is a forward jump or branch instruction 
{ 

If snapshot of virtual stack for the target instruction already 
exists 
{ 

Compare current state of virtual stack with stored 
snapshot 

If snapshot does not match current virtual stack state 
{ 

Print message identifying place in program that stack 

mismatch occurred 

Abort Verification 

Set VerificationSuccess to False 

Retum 

} 

) 

Else 

Store snapshot of current virtual stack state as snapshot 
for the target instruction; 

) 

Case=Instruction is an end of loop backward jump or other 
backward jump or branch instruction: 
{ 

Compare current virtual stack state with stored snapshot for 
target instruction 

If current virtual stack state does not match stored snapshot 
{ 

Print message identifying place in program that stack 

mismatch occurred 

Abort Verification 

Set VerificationSuccess to False 

Return 
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) 

) 

Case=lnstruction reads data from local variable 
{ 

Compare data type of each datum read from local variable 
w/ith data type required (if any) by the bylecode instruction 
If type mismatch 

{ 

Print message identifying place in program that data type 

mismatch occurred 

Set VerificationSuccess to False . 

} 

} 

Case=lnslruction stores data into a local variable 

{ 

If corresponding virtual local variable already stores a data 
type value 

{ 

Compare data type value stored in virtual local variable 
with data type of datum that would be stored in the 
corresponding local variable (as determined by the data 
type handled by the current bytecode instruction) 
If type mismatch 
{ 

Print message identifying place in program that data 

type mismatch occurred 

Set VerificationSuccess to False 

) 

) 

Else 

Add infonnation to Virtual Local Variable indicating data 
type of data that would be stored in corresponding local 
variable 

) 
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} r EndCase */ 
} /• End of Do Loop */ 
Return (VerificationSuccess) 



APPENDIX 3 
Pseudocode for Bytecode Inteipreter 

Receive Specified Bytecode Program to be executed 

Call Bytecode Verifier to verify Specified Bytecode Program 

If Verification Success 

Link Specified Bytecode Program to resource utility programs. 

Interpret and execute Specified Bytecode Program instructions without 
perfonning operand stack overflow and underflow checks and without 
performing data type checks on operands stored in operand stack. 

} 
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Amethod of operatingadistribuledcomputersystemhavingapluralityofdistinct computers, the stepsd 

comprising: 

a) in a first computer, storing viewer programs, each viewer program enabling a user thereof to view obiects of 
tZt^J^tL^^ anoNaid second ccrputer a^i ini.ia*g ,a,,toa, o. sa«. *,« ^ s»on<l 

retrieved data type is stored in a set of other computers including said first computer: 
f) when said determination in step (e) is positive. 

Ml i«ariinn a coDv of Said viewer program associated with said second data type into said first computei; 
S Si^HiSfon "ociurl on said copied viewer program to determine whether saKl cop.ed 
viewer orooram meets predetermined operand stack usage criteria; 

Sr^en2«ltermination in step f2 is positive, executing said copied viewer program so as to enable 
said user to view said second object. 
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2. 



3. 



The method of claim i. wherein step.e includes firstly determining whether a viewer program associated w,th sa.d 

retneveddata type is stored in saidsecondcomputer.andwhensaiddetern^nation.snialesrondiv^^^^ 
Whether a vewer program assoca.ed with said second data type is stored .n any o. alredefi^S se' of ote^Z 
puters. and when said second determ-nation is positive, performing steps ft through f3. 

A distributed computer system having a plurality of distinct computers comprising 
a first computer, including; 

associa.:;^:hTa7eltt;:S °a^^^ ^""^^ '""^'^'"^ ^^'^ 

a second computer, including: 

a second memory for storing viewer programs, each viewer program in said first and second cormut^r, 
enabling a user of said second computer to view objects of an associatS data type ^ 

an inter-computer link control program for responding to user selection of said object reference by establishino 
a first communication link between said second computer and said first computer and iSa^ retr'^^^^^^ 
ob,ec. from sa,d firs, computer including retrieving data type information a^ocia.ed with s^S ol^T^r 
proorams sto!^.'? ""'h ' '"""'''"^ ^^^'^^^ instructions for determining whether said viewer 

wh.n cTh H '^""'^ '"^'"'^^ ^ "'^^^ P^'^'^'" ««°<=«ted with said retrieved datatype and 

when said determination .n is negative, for anempting to locate a viewer program associated with stid iSS dafa 
type m a set of other computers that Includes said first computer: and 

said inter-computer link control program Including viewer downloading instructions for loadino a coov of cai^ 
viewer program associated with said retrieved data type into said second con?,uter when llZ vSer sear?ini. mc 
tions locate in said other computers said viewer program associated with sa^d retrievL dafa^^e 

The system of claim 3, said second computer further including 

stack uLTS. aT"" "'^''^ ''^"^ ^'^^'^'^ '"-^^ ''P-"^ 
program enabling instructions for enabling executing said copied viewer program so as to enable said user 
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